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“Blind spots are the risks you miss while focused
on keeping the lights on. It’s like watching the

power plant, but overlook the Swiss cheese holes,
and that’s exactly where the mice sneak in." 

— Boaz Fischer 
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The Swiss Cheese Problem is a fitting analogy for why insider threats are
systemic, particularly in critical infrastructure (C.I.).  

Picture your organisation as a block of Swiss cheese, with each slice
representing a layer of defence - technology, processes, policies, training, and
culture. While each layer appears robust, every slice has holes - vulnerabilities,
blind spots, or gaps in execution. The systemic issue arises when these holes
align, creating a pathway for threats to slip through unnoticed. 

In critical infrastructure, the alignment of vulnerabilities is alarmingly common,
creating a fertile ground for insider threats.  

Legacy systems, built for reliability rather than security, often leave glaring
technical gaps - outdated software, unpatched vulnerabilities, and
misconfigured access controls that attackers or insiders can exploit.  

These environments prioritise uptime and operational continuity, often
sidelining proactive risk management in the process.  

Compounding this are operational silos, where IT, security, and operational
teams work in isolation, failing to share critical insights that could close these
gaps. 

But the technical side is only part of the story. Insider threats thrive when
human and cultural vulnerabilities intersect with these technical weaknesses.  

Employees under pressure, juggling high-stakes tasks, or working in stressful
environments are more prone to mistakes or risky behaviours.  

A lack of comprehensive training leaves many ill-equipped to recognise threats
or understand the impact of their actions.

1. The Swiss Cheese problem
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Then there’s the cultural dimension, workplaces where security is seen as
someone else’s responsibility, where reporting concerns is discouraged, or
where complacency has taken root.  

These cultural flaws create an environment where insider threats can flourish,
whether through negligence, exploitation, or malicious intent. 

The result is a perfect storm: Technical vulnerabilities, human errors, and
cultural blind spots align to create risks that extend far beyond operational
disruptions.  

The impact isn’t confined to financial losses or operational downtime. It
extends to the very fabric of society, threatening the safety and well-being of
communities and undermining national resilience.  

In these interconnected systems, even a minor breach can trigger catastrophic
outcomes, cascading through sectors in ways that are difficult to predict but
impossible to ignore.  

A stark example came in 2021 at the Oldsmar water treatment plant in
Florida. Attackers remotely accessed the control systems and attempted to
raise chemical levels to dangerous concentrations. Outdated systems
(technical), weak authentication (process), excessive remote privileges (policy),
underprepared operators (human), and a culture that prioritised continuity
over security (cultural) all combined to create the pathway. No single
weakness would have been enough, but when the holes aligned, the Swiss
Cheese Problem became a dangerous reality. 

The stakes are immense, and the interconnected nature of these systems
means the consequences can be both widespread and devastating. 
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What if I told you that the next insider threat incident in your organisation is
already in motion and you’re not looking in the right place to stop it? 

It’s a chilling thought, isn’t it? Yet, one of the most dangerous misconceptions
in insider threat management is the belief that incidents occur in isolation.  

Too often, organisations frame them as one-off events. A rogue employee, a
single phishing email, a lone policy breach. This narrow lens hides the deeper
truth: Incidents are symptoms of systemic vulnerabilities - technical, human,
cultural, and procedural, waiting to be exploited again. 

Take a phishing attack. On the surface, it may appear as nothing more than an
employee clicking the wrong link. But peel back the layers: Was the employee
ever trained to spot sophisticated phishing attempts? Were filtering systems
strong enough to catch them? Did business processes encourage rapid
reporting? Was there a policy framework that reinforced vigilance and
accountability? What looks like one mistake is usually a cascade of failures.

The same applies to intellectual property theft. It may seem like a single act of
betrayal by a malicious insider. But ask why it was even possible. Were access
controls too loose? Were role-based permissions neglected? Did weak
offboarding processes or outdated policies leave doors open? Did cultural
issues, such as toxic leadership, disengagement, or resentment, create the
conditions for betrayal to take root? 

This misconception isn’t theoretical. In 2000, the Maroochy Shire sewage
system in Queensland was sabotaged by a disgruntled former contractor who
released millions of litres of raw sewage into local waterways. At first glance, it
appeared to be the deliberate act of one rogue insider.

2. The Myth of the Isolated
Incident 
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But the deeper reality exposed systemic failures: Access rights were never
revoked after his contract ended (procedural), trust in contractors replaced
proper oversight (cultural), and monitoring systems were too weak to flag the
intrusion quickly (technical). What looked like an isolated act of sabotage was,
in truth, the outcome of multiple vulnerabilities aligning. 

The reality is clear: Insider threats flourish where technology, people, culture,
business processes, and policies intersect.  

Treating incidents as isolated events traps organisations in a cycle of
firefighting, reacting to symptoms rather than addressing causes.  
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THE QUESTION IS

What systemic vulnerabilities - technical, human, cultural, or
procedural might have contributed to this incident? 
How do our current policies and controls address interconnected risks,
and where are the gaps? 
Are we over-relying on trust, tenure, or assumptions about employee
loyalty as substitutes for robust controls? 
Do you have mechanisms in place to detect and address early warning
signs, such as behavioural changes or access anomalies? 
How often do we review and update our insider threat program to
reflect lessons learned from past incidents? 

KEY TAKEAWAY

The takeaway from this section is that insider threats are rarely isolated
incidents. They are symptoms of deeper, systemic vulnerabilities,
spanning technical, human, cultural, and procedural dimensions that
create fertile ground for repeated exploitation.  

Organisations must shift their focus from reactive blame to proactive
systemic accountability, addressing interconnected risks holistically to
build resilience and prevent future incidents.  

The key is recognising that resilience isn't just about fixing individual
failures but embedding security into the organisation's culture, processes,
and leadership.



What if I told you that the very systems, processes, and cultural norms your
organisation relies on to operate efficiently are the same ones quietly enabling
insider threats to persist? 

Insider threats don’t persist because organisations lack tools or policies. They
persist because of systemic failures that allow vulnerabilities to fester
unchecked. These failures are not isolated to one department or process. They
are woven into the fabric of how organisations operate, creating blind spots
that insiders can exploit. Let’s break this down: 

1. Over-Reliance on Technology
 
Many organisations place undue faith in monitoring tools and AI-driven
analytics, believing these systems will catch every anomaly. But technology
alone cannot interpret intent or context. For example, a flagged access
anomaly might be dismissed as a technical glitch, while the underlying
behavioural red flags go unnoticed. Without human oversight and cultural
awareness, technology becomes a blunt instrument. 

2.Cultural Apathy and Leadership Disconnect 

A toxic or disengaged workplace culture is a breeding ground for insider
threats. When employees feel undervalued, alienated, or mistrustful of
leadership, their loyalty erodes. Compounding this is a leadership blind spot.
Many executives view insider threats as purely technical issues, delegating
responsibility to IT or security teams. This lack of ownership at the top creates a
fragmented approach to risk. 

3. Systemic Failures: Why
Insider Threats Persist 
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3.Fragmented Processes and Siloed Teams 

Insider threats thrive in environments where communication and
accountability break down. For instance, HR might notice signs of employee
disengagement, but without collaboration with security or IT, these warning
signs are never escalated. Silos prevent organisations from connecting the
dots between behavioural, technical, and procedural vulnerabilities.

The 2015 breach of the Australian Bureau of Meteorology (BoM) illustrates this
perfectly. Initially treated as an “external compromise,” investigations
revealed that weak internal processes, poor access controls, and a siloed
response culture allowed the attackers to remain undetected for an extended
period. A compliance-driven mindset and fragmented accountability meant
no single team owned the risk, creating fertile ground for persistence. The
lesson was clear: Threats may appear external, but systemic internal
weaknesses often determine their impact. 

4.Reactive, Not Proactive, Approaches 

Too often, insider threat programs focus on responding to incidents rather
than preventing them. This reactive mindset means organisations are
constantly playing catch-up, addressing symptoms rather than root causes.
Early warning signs, like policy violations, access anomalies, or behavioural
changes, are overlooked until it’s too late. 

5.Failure to Evolve with the Threat Landscape 

Insider threats are not static. They evolve alongside changes in technology,
organisational structures, and employee behaviours. Yet many organisations
cling to outdated risk management frameworks that fail to account for this
dynamic nature. The result? A growing gap between the organisation’s
defences and the sophistication of insider threats. 

6. Risks Are Dynamic and Adaptive 

Insider threats evolve rapidly, adapting to new technologies, organisational
changes, and even global events. Threat actors, both malicious insiders and
external influencers, are constantly seeking new vulnerabilities to exploit.
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THE QUESTION IS

How confident are you that your current insider threat program is
evolving alongside the dynamic nature of risks in your organisation? 
Do you have mechanisms in place to detect and respond to
behavioural red flags before they escalate into incidents?" 
 Are your leadership and teams aligned in their understanding of
insider threats as both a technical and cultural challenge 
How often do you assess and update your risk management
frameworks to address emerging vulnerabilities? 
Can you confidently report to your board on your organisation’s
readiness to prevent, detect, deter and respond to insider threats? 

KEY TAKEAWAY

Insider threat management is not a one-time project. It’s a continuous
journey of vigilance, adaptability, and cultural alignment.  

By embedding trust, accountability, and proactive strategies into your
organisation’s DNA, you can transform insider threat management from a
reactive necessity into a strategic advantage.  

The strongest defence starts from within, and the question remains: is
your organisation ready to evolve faster than the threats it faces? 

For example, a policy that was effective last year may now be outdated due to
shifts in remote work practices or emerging technologies. Without continuous
assessment and adaptation, organisations risk falling behind, leaving critical
gaps in their defences



Have you ever seen a document walk out the door by itself?

This question, often posed in insider threat discussions, cuts to the heart of the
issue: insider threats are never just about technology. They are about people.
And when it comes to people, the human element is both the sharpest
vulnerability and the most underutilised strength in your security arsenal. 

This paradox demands a dual lens: One focused on human susceptibility, the
other on organisational culture. 

Human susceptibility captures the realities of being human. We are creatures
of habit, shaped by emotions, beliefs, values, blind spots, and predictable
patterns. Stress, frustration, or financial pressure can tip the scales, making
someone more likely to click a malicious link, fall for manipulation, or even act
out intentionally. Attackers know this and exploit it through phishing, social
engineering, or by feeding on personal grievances. 

A vivid example came in the 2020 Tesla insider incident. A Russian national
attempted to bribe a Tesla employee with $1 million to plant malware on the
company’s network. The attacker targeted the individual, banking on
financial temptation to outweigh loyalty. 

 Instead, the employee reported the approach, and the FBI stepped in…proof
that human susceptibility can be either the entry point for attackers or the
barrier that stops them.  

4. The Human Element. A
Dual Lens on Risk
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Organisational culture, meanwhile, sets the stage. A culture that prizes speed
over care or compliance checkboxes over genuine vigilance lowers defences,
while one built on trust and accountability empowers employees to act. Yet
culture isn’t “good” or “bad” in isolation. It interacts with employee
engagement to shape risk. 
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Think of it as four quadrants: 

Disengaged + Well-Aligned: Policies are strong, but disengaged employees
ignore them. 

Engaged + Well-Aligned: The ideal state - Motivated employees in a healthy
culture, acting as an early warning system. 
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Think of it as four quadrants: 

Disengaged + Well-Aligned: Policies are strong, but disengaged employees
ignore them. 

Engaged + Well-Aligned: The ideal state - Motivated employees in a healthy
culture, acting as an early warning system. 

Engaged + Misaligned: Energy channelled in the wrong direction -
Employees push ahead but normalise risky shortcuts. 

Disengaged + Misaligned: The perfect storm - Low motivation and weak
culture create fertile ground for negligence or malicious acts. 

And there’s a deeper layer: The intersection of private life pressures and
workplace conditions. A so-called “bad person” is rarely just that. More often,
it’s the collision of external pressures - financial hardship, personal grievances,
or coercion from outside the organisation with internal gaps in culture,
processes, or oversight that transforms vulnerability into a tangible threat. This
convergence creates a perfect storm where personal struggles align with
organisational blind spots, turning potential risks into active insider threats. 
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THE QUESTION IS

How does your organisational culture interact with private life
pressures to shape insider risk? 
Do you have mechanisms in place to detect and respond to
behavioural changes influenced by external pressures? 
Are your leaders equipped to recognise and address the impact of
personal hardships on workplace behaviour? 
How well do your policies and processes account for the human
element in insider threat scenarios? 
Are you fostering a culture where employees feel safe to report
concerns, even if they involve personal or sensitive issues? 

KEY TAKEAWAY

Insider threats are not isolated lapses of technology or morality. They are
the result of how individual susceptibility and organisational alignment
interact, influenced by life inside and outside the workplace.  

Organisations that recognise this can transform the human element from
liability to shield, turning employees into the most vigorous defence
against insider risk. 



Have you ever had that sinking feeling when a small issue spirals into
something far bigger, something you never saw coming? 

That’s exactly how insider threats often unfold. Rarely do they emerge from a
single point of failure. Instead, they thrive in the overlap of vulnerabilities -
technical, human, cultural, and procedural. This interconnectedness creates
a perfect storm, where seemingly minor weaknesses collide and amplify one
another, turning manageable risks into significant threats. 

Consider this scenario: a stressed employee (human vulnerability) becomes
disengaged after months of poor leadership and unresolved grievances
(cultural vulnerability). Frustrated, they exploit weak access controls (technical
vulnerability) and bypass outdated approval processes (procedural
vulnerability) to steal sensitive data. No single factor tells the full story. It’s the
convergence of all four that creates the fertile ground for an insider incident. 

Organisations often make the mistake of viewing these events in isolation. A
rogue employee here. A phishing email there. But this fragmented lens blinds
them to the deeper systemic issues connecting those events.  

Take a phishing incident: on the surface, it looks like an employee simply made
a mistake. In reality, it might reflect poor training (human), inadequate email
filtering (technical), and a culture where reporting suspicious activity feels
discouraged (cultural). What appears to be one error is actually the symptom
of interconnected weaknesses.

5. The Perfect Storm:
Interconnectedness Risks 
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This is the essence of the perfect storm: Insider threats are not siloed issues.
They are the result of overlapping vulnerabilities reinforcing one another. Left
unchecked, these risks trap organisations in a cycle of reactive firefighting,
responding to symptoms but never treating the disease… the actual cause. 
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THE QUESTION IS

What are the key vulnerabilities in your organisation that could
intersect to create insider threats? 
How do you identify and monitor the early warning signs of
interconnected risks? 
Are you addressing insider threats as a systemic issue or reacting to
incidents individually? 
How well are your teams (IT, HR, leadership, etc.) collaborating to
address insider risks? 
What steps are you taking to evolve our insider threat program based
on past incidents and emerging risks? 

KEY TAKEAWAY

Insider threats are not isolated incidents but the result of interconnected
vulnerabilities - Technical, human, cultural, processes and procedures that
amplify one another.  

Organisations must shift from a reactive, siloed approach to a proactive,
systemic mindset, addressing the root causes of these vulnerabilities to
build resilience and prevent the "perfect storm" of insider risks. Without
this shift, they remain trapped in a cycle of firefighting symptoms while
the underlying risks grow unchecked.
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Insider threats in critical infrastructure are never one-off events. They
emerge from the convergence of vulnerabilities across technical systems,
human behaviours, cultural dynamics, and procedural frameworks.  

Critical infrastructure functions as a tightly woven ecosystem, where every
element, whether a safeguard, a decision, or a gap, interacts and amplifies
the others. 

Take something as simple as inconsistent access reviews. On its own, it
may appear minor. But combine it with outdated technology, employee
stress, or a culture that discourages reporting, and it can escalate into a
serious breach.  

In critical infrastructure, the consequences extend far beyond operations.
Disruptions to power grids, water supplies, or transport networks ripple
outward, undermining economies, communities, and national security
itself. 

The interconnected nature of modern critical infrastructure makes insider
threats especially dangerous. Operational technology (OT), information
technology (IT), and the expanding web of Internet of Things (IoT) devices
are increasingly intertwined. Add in reliance on third-party vendors and the
constant demand for uninterrupted services, and the stakes become clear:
even a single weakness, whether it be technical, human, process or
procedural, can trigger cascading disruption on a massive scale. 

Meeting this challenge requires more than patchwork solutions. It
demands a holistic, proactive approach that unifies governance, culture,
technology, and processes into a resilient framework.  

Leaders, operators, and stakeholders must act with urgency. Building
resilience against insider threats is not optional. It is essential and
foundational to protecting the systems that society depends on every day. 

Final Thoughts 
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